AU-EMPpoI03

IT & computer use policy: e-mail, Internet and
communications

Drafting note: this document is drawn using the word “Company” as the
employer. However, the applicable law applies to all employers,
so you may safely use your word processor to search and
replace “Company” by “Charity”, “Trust”, “smmm” “Enmm’n
EEEEEEEEEEEEEEEEEEENEENEEEEEEN EEEEHR
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESHS
EEE.



[Name of employer organization]

The Company maintains this policy to protect our data, our business, s s e E e EE =
EEEEEEEEEEEEEEEEEEEN.

It is a mandatory requirement that staff comply with specific items of this policy both
in the letter and in the spirit. A breach of this policy may be sufficient reason for m m m
EEEEN EEEN EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEERN
EEEEEEEEEEEEEEEEEEEE.

This policy is not intended to be complete or all-inclusive. The Company continues to
rely on the good sense of members of stafftobehave ina s e e e e e eeeenmm
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEENEEEEEEEEN
EEEEEEEEN.

Section 1 - computer use

1. Application of policy

This policy applies to all computers and peripheral devices of any type which
areownedby s s e EEEE EEEEEEEEEEEEEEEEEEEEEER
|

2. Office use only

Your computer is for office use only. All data stored on any part of the system
belongs to the Company. You may not use any part of the computer
installation for your personalbusineSSEEEEEEEEEEEEEEEEEEER
. AN EEEEEEEEEEE NN EEEEEEEEEEEEEEEEEEEEERN
EEEEEEEEEER,.

3. Your reference
You have been allocated a Company reference, which you should use in all

communications, in hard and soft copy. Yourreference s s e e e e e m N
EEEEE EESEEEEESSEEEEEEEEEEEEEEEEEEEEEEN,
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Administrator and installation manager

The computer installation is managed day to day by [name]. The manager to
whom any question or request should be addressediSs(mmmm]. e um/mn
EEEEEEEEEEEEEEEEEEEEEEEEEE‘EEER’

The network

The computer network involves all desktop computersand s e e e EEEEE =
EEEEEN.

OR

The Company IT installation consists in a number of separate networks. You
wilhaveaccesSEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESR
I

Your personal folder

The network contains a folder named with your reference. We call this your
personal file. It should not contain any data except data relating to your work.
It is not for data relating to your personal affairs. Your work files may be
stored either in the appropriate folder in the network, or in any sub-folder of
your personal folder, created and named by you. Your personal folder m m m m
EEEEEEEEEEENEEEEEEESEEEEEENEN ENEN EEEEEE
EEEEEEEE SNl EEEEEEEEEEEEEEEEEEEEEEEEEEERE.
EEEEEEEEEEEEEEEEEEEEEEEEEEEE‘EEEE'EEEEEEN
EEEEEEEEEEEEER,

Laptops - special provisions

The provisions of this policy apply to laptops and other portable devices m m m
EEEEEEEEEEEEEEEEEEEEEEENEN.

7.1. The policy set out in this document applies to laptops as to a computer
inhouse.Accordingly, s E S EEEEEESEEEEEEEEEEEEEEER
EEEEEEEEEEER,

7.2. Laptop computers and any other mobile devices can be plugged into
the network at any time. You have accesstothe s e e e e EEEEE N
EEEEEEEEEEEEEEEEEEEEE‘EEEE"EEEN.
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10.

7.3. Folders on your laptop are effectively anextension s s s e e e e m ®
EEEEEN.

7.4. Data should be transferred from your laptop to the network no less m m
EEEEEN | EEEEEEEEEEEN]

7.5. The network firewall cannot protect your laptop from viruses and
unwanted email messages. You should therefore be particularly vigilant
against the possibility of intrusion by either or both of these. If you
SISCod RE R ERERRRRERERERERRNEREREREREDR
llllllllll/llll]llllllllllll.

How to work

It is important that your files are available to other staff members when
required. You may not always foresee a need for this. Best work practice is
therefore that you transfer all completed files to the network as soon as you
have finished work on them, or, in the case of laptops, as soon as you next
logintothenetwork. fyouare EE EEEEEEEEEEEEEEENEN ENE
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESRm
EEEEEEEEEEEEEEEEEEEEEN EEEEEEEEEEEEEEERm
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEERm
|

External data sources

You may not under any circumstances introduce software into the system or
to your laptop, except from the network. If it is necessary to use data supplied
by a customer, clientorsupplier, EEEEEEEEEEEEEEEEEEEEER
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESRm
EEEEEEEEEENR.

Archiving files

The administrator alone may move files to storage or backup or delete them.
Files will be retained available to staff for at least one year after the last
changetothem. s e E EEEEEEEEEEEEEEEEEEEEEEENEEEER
EEEEEEEEEEEEEEEEEEEEEEEENE-EEEEEEEE.
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11.

12.

13.

Prohibited actions

YoumaynotchangeanysetingeE e e e EEEEEEEEESEEEEEEEEEN
EEEEEEEEEEEEN EEEEEEEEEEEEEEEEEEEEEEER:

11.1.

11.2.

11.3.

11.4.

11.5.

11.6.

11.7.

BIOS settings;

AnysetingE EEEEEEEEEEEEEEEEEEEEEEEENEEEER
N

Your desk top;

AnysettinginvolvingeE e e S EEEEEESEEEEEEEEEEEEEESR
EEEEEEEEEEEEEEN;

PrintersettingS, s s e EEEEEEEEEEN (EEEEEEEEEEN
EEEEEEEEN)

The layout of any standard document;

The style, formatorlayout s e e EEEEEEEEEEEEEEEEEER
EEEEEEEEEN-EEEEEEEEEEEEEEEEEEEEEEEERN
EEN.

fanysettingiSEEEEEEE N EESEEEESEEESESEEESEEEEEENEEER
EEEEEEEEN,

Settings you may change

12.1.

12.2.

12.3.

View settings;
Screen settings controlled from the monitor;

Screen resolution.

Deletion of data

13.1.

13.2.

13.3.

YOUmaylllllllIIIIIIIIIIIIIIIIIIIII;

Youmaynotdelete s e e e EEEEEEEEEEEEENEN EEEEN
EEEEEEEEEEEEEEER;

You may delete singlefleson e e e e e EEEEEEEEEEEEENE
EEEEEEEEEEESEEEEEEEEESEEEEEEEEEEEENEN
EEENE.
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14.

15.

16.

Document references

Eachdatafleyoum e e EEEEEEEEEEEEEEEEEEEEEEEEEEEN
EEEEEEEENEN:

“Your reference/path/flename”. s s e e EEEEEEEEEEEEEEEEEER
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEENEHR
EEEEEEEEEEEEEEEEEER.

IT training

If youwould liketoimprove e EEEEEEEEEE N EESEEEEEEEEER
EEESEEEEEEESEEEEEEEEEEEEEEEN,

Please help

We ask you to take care of all or the computer and IT installation s m m m = =
EEEEEEEEEEEEEEENEE EEEEEEEEEEEEEEEEEEESR
EEEEN EEEEEEEEEEEEEEEEENEENE EEENEEEEEEEEEEER
EEEEEEEEEEEEEEEEEEEEEEEEEER:

16.1. thedatc e e EEEEEEEEEEEEEEEEEEEEEEEEEEEER

.
16.2. your Company reference;
16.3. the nature of the problem;

16.4. exactywhatyouwere s N EEEEEEEEEEEEEENEN EEN
EEEEEEEEEEENNEEN;

16.5. exact words of any error messages.

Section 2 - Email communications

17.

The system

17.1. The Company’s email message systemis operatedasparta s e mm m
EEEEEEEEEN EESSEEESEEENEEEEEEEEEEEEEEEN
EEEEEEEEEEEEEEEESEEEEEEEEEEEEEEEEEEER
HEHNE,
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18.

17.2.

17.3.

17.4.

17.5.

All data stored on any part of the Company’'scomputer s s s s e e m
EEEEEEEEEEEN EENSEEEEEEEEEEEEEEEEEN EN
EEEEEEEEEE EESEEESEEENEEEEEEEEEEEEEEE
EEEEEEN,.

Your mail management programme does not store messages in the
same file structure as other documents. It is therefore important that
youtakecaretO'EmEE ' EEEEEEEEEEEEEEEEEEEEEN
AN EEEEEEEEEEEEEEEEEENEEEEEE EEEEEEER
EEEEEEEN EEEEEEEEEEEEEEEEEEEEEEEEEER
EEEEEEEEEEEEEEEEEEEEEEEEEEEEN EEEEEHRm
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEETER
EEEEEN EEEEEEEEEEEEEEEEEENEEEEEEEEEEER
EEEEEEN,.

Your mail management programme is set to leave an origina/ e m m m m
EEEEEEEEEEEEEEEEEEN EEEEEEEEEEEEEEEHRE
EEEEEEEEEEEEEEEEEEEN EEEEEEEEEEEEEEER
EEEEEEEENR.

YOUmaynOtlIIIIIIIIIIIIIIIIIIIIIIIIIIII
HENE,

Internal communication

18.1.

18.2.

18.3.

18.4.
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19.

20.

18.5.

External communication

19.1.

OR

19.2.

19.3.

19.4.

19.5.

[Details]

Email is preferred for: [Details].

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEER
EEEEEESEESEEEEEEEEEEEEEEEN EEEEEEEEEESR
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEN EHN
EEEEEEEEEEEEEEEEEE‘EEEE'EEEEEEEEEEEER
EEEEEEEN EEEN-EESEEESEEEEEENEEEEENEEEERN
EEEEEEEEEEEEEEEEEN]

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEER
EEEEEEEEEEEEEEEEEEEN EEEENEEEEEEEEEER
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEERN
B EEEEEEEEEEEEEEEEEEEE/EEEEEEEEEEEER
EEEEEEEEEEEEEEEEEENEEEEENEEEEEEEEEEEEERm
HENE,

Personal use

20.1.
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20.2.

20.3.

(eEEEEEEEEEEE/EEEEEENEN. . .. ]

Section 3 - Use of Internet

21.

Internet access

21.1.

21.2.

21.3.

21.4.

[IIIIIIIIIIIIIIIIIIII,]IIIIIIIIIIIIII
EEEEEEEEEEEEEEEEEEEENEEEEEENEEEEEEEEEEEHNm
EEEEEEEEEN-EEEN-EEEEEEEER.

21.3.1 pornography;

21.3.2 gaming (betting);

21.3.3 gaming (playing games);

21.3.4 chat;

21.3.5 shares, share dealing or stock markets;
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Section 4 - Communications - other miscellaneous matters

22. External communications

22.1. EEEEEEEEEEEEEEEEEEEEEENEEEENEEE EEEEEERN
EEEEEEEEN EEEEEEEEEEEEEEEEEEEEEEEEER
EEEEENE/EEEEEEEEEEEEEEEEEEEN.

222 EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEER
EEEEEEEEEEEEEEEEEEEEEEEN EEEEEEEEEER
EEEEEEEEEEEEEEEEEEEEN EEEEEEEEEEEEER
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEER
EEEEEEEEEN EEEEEEEEEEEEEEEEEEEEEEEN/
EEEN EEEEEEEEEEEN.

23. Receiving calls

Example email footer

IIIIIIIIIIIIIIIIIIII(IIIIIIIIIIIIIIIIIIIIII
IIIIII)IIIIIIII.IIIIIIIIIIIIIIIIIIIIIIIIIII
H EEEEEEEEEEEEEEEEEENEEEEEEEEEEEEEEEEEEEEEETSRm
EEE EEEEEEEEEEEEEEEEEEEEEEEEEEEE.

EEEEEEEN EEEN EEEN EEEEEEEEEEEEEEEEEEEEEEEER
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEER
I/IIIIIIII,IIIIIIII.IIIIIIIIIIIIIIIIIIIIIIII
EEEEEEEEEEEEEEEEENEEEEEEENEEEEEEEEEEEEEEEEERm
EEEEEEEEEEEEEEEEEEENEEEEENEENEEEEEEEE EEEEEEETHRm

EEEEEEEEEEEEEEEEEEEEEEEE.
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Explanatory notes:

IT & computer use policy: e-mail, Internet and communications

General notes:

There are areas of this policy, which affect employees in ways, which may
have repercussions on their employment contract. However, in drafting the
policy, we have stepped outside legal matters to provide suggestions, which
relate to business management and protection. We suggest you use this
documeNnt EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEER
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEERE,.

Misuse of computer and contravention of email and / or Internet policy is a
prominent cause of dismissal in Australia. Many cases go to employment
tribunals because companies fail to establish what the employee may or may
not do. We therefore advise that the first priority in setting this policy is to be
precise. ItfollowsthatE e EEEEEEEEEEEEEEEEEN EEEEEER
EEEEEEEEEEEEEEEEEEENEEEEEEEENEEN EEEEEEEER
EEEEEEN,

It may be that you would like staff to be able to use your computers to book
their holidays or make purchases through the Company’s computers. Indeed,
it may be very difficult to prevent private use of laptops out of business hours.
There is thereforeanargument EEEEEEEEEEE N EEEEEEEEER
EEEEEEEEEEEEEEEEEEEEEN EEEEEEEEEEEEEEER:

3.1. Make it specific;

3.2. Make it applicable to all staff withina particular sm s s EEEEEE =
EEEEN EEEEEEEEEEEEEENEEN;

3.3. Be consistent in applying it.

Every computer installation is unique. This document should be used as m m =
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEENE
EEEEEEEEEER,.

Paragraph specific notes:

Note: numbering refers to paragraph numbers.

2

The assertion that data stored belongs to the Company is intended to defeat
any claim to privacy of personal data. It would be possible to permit more

11 © NL Document Library Ltd



extensive use of the Company’s computer system, for example to type
personal letters, butwe advisethat e e EEEEEEEEEEEEEEEEEEE
EEN EEEEEEEEEEEEEEEEEEEEEEEENEEN-EEEN-EN
EEEEEN EEEN EEEEEEEEEEEEEEEEEEEEEEEEEEERm
EEEEEEEEEEEEEEEEEEEEEEEE EEEEEEEEEEEEESRN
EEEEEEEEEEEEEN EEEEEEEEEENEEEEEEEEEER.

9 In many organisations, it is essential to be able to introduce data s s m m m =
EEEEE N EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESR
EEEEEEEEEEEEEEER,.

11 ThSEEEEEEEEEEEEEEEN EEEEEEEEEEEEEEEEEEER
EEEEEEEEEEEEEEEN,.

12 As for 11, above

Section 2

Section 3

Section4

Thedescripton EEEEEEEEEEEEEEEEEEEEEEEEENEEER
EEEEEEEN EEESSEEEEEEEEEEEEEEEEENEEEENEER
..

These are entirely a matter of choice and corporate s m e . e EEE N
EEEEEEEEEEN EEEEEEEEEEEEEEEEEEEEEEER
EEEEEEEEEEEEEEEEEEEEEEEEEEEE‘EEEER'EN
EEEEEEEEEEEEEEEEEEEEEEEEEN EEEEEEEER
EEEEEEEEEEEEEEEEEEEEEERN.

It may be essential to permit wider access than is here provided. = m m
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEERN
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE EN
EEEEEEEEEEEEEEEEEEEEEEENEEEEEEEEN BEEEEHN
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEETER
EEEEEEEEEEEEEEEEEER,.

Matters for your choice!

The example footer has been provided for use if required. Use is
recommended as it would strengthen your defence ina claimby mm m
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESN
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEHN
EEEEEEEEEEEEl EEEEEEEEEENEENEEEEN EEEENHE
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEETER
EEEEEE N EEEEEEEEEEEEEEEEEEEEEEEEEEER
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEETER
EEEEN EEEEEEEEEEEEEEEEEEEEEEEEEEEEEENEER
EEEEEEEEEEEEEEEEEEEEEEEEEEEEE.
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End of notes
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